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IHOJIO’KEHHUE
0 NOpsiAKe XPaHEHHU M 3a1UTHI IEPCOHAJBLHBIX JAHHBIX M0J1b30BaTeel

1. TepMuHBI U onpeaeIeHUsA

CaiiT — COBOKYITHOCTh MPOTPaMMHBIX U allapaTHBIX cpeacTB it OBM, obecnieunBarommx
myOJIMKALUIO 7151 BceoO1ero 0003peHns HHPOPMALMU U JAHHBIX, 00beANMHEHHBIX 00LIMM
LI€JIEBBIM Ha3HAUYE€HUEM, IIOCPEICTBOM TEXHUUECKUX CPEJICTB, IPUMEHAEMBIX Ul CBSA3U
Mexny OBM B cetu Muteprer. [lox Caiitom B Cornamennn nonnmaercs Cair,
pacrnoiokeHHBIN B ceTr IHTepHeT 1o aapecy: https://alpha-com.ru.

IMoab30BaTe b — M0JIb30BATENb CETH IHTEpHET U, B 4acTHOCTH, CaliTa, UMEIOLIUNA CBOIO
JINYHYIO
cTpanuity (mpoduib/akKayHT).

DenepanbHblii 3akoH (P3) — Denepanbubiii 3akoH o1 27.07.2006 Ne 152 @3 «O
MIePCOHATBHBIX
JTaHHBIX» (J1ajee — 3aKOH O MEePCOHATBHBIX TaHHBIX ).

IlepconasibHble JaHHBIE — TF00ast HH(DOPMAIIHSI, OTHOCSIIASICS IPSMO MITU KOCBEHHO K
OTpeeICHHOMY WJIH OTpeAesiieMoMy (pU3ndecKkoMy JIMIy (CyOBEKTY epCOHATBHBIX
JTAHHBIX ).

IlepconajibHbIe JaHHBbIE, Pa3pellleHHbIe Cy0beKTOM MePCOHATBHBIX JAHHBIX IS
pacnpocTpaHeHus — IEPCOHAIbHBIEC JaHHBIE, TOCTYII HEOIPAHUYEHHOIO KpyTa JIUI K
KOTOPBIM IMIPEIOCTABIICH CYyOBEKTOM MEPCOHATBHBIX JaHHBIX ITyTEM a4yl COTJIAcHs Ha
00palboTKy MepCOHaIbHBIX TaHHBIX, Pa3PELICHHBIX CYOBEKTOM MEPCOHATBHBIX JAHHBIX IS
pacrpocTpaHeHus B MOPSAAKE, TPETYCMOTPEHHOM 3aKOHOM O MEPCOHATBHBIX JaHHBIX.

OmnepaTop — opranu3zaiysi, CaMOCTOSATEIBHO WIH COBMECTHO C IPYTUMU JINIIAMH
OpraHHU3yIoIIas

00paboTKy MepCOHANTBHBIX JAHHBIX, a TAK)KE OMPELIISIFONIAs eI 00paboTKH
NEPCOHATBHBIX JAHHBIX, OJUIekKAIUX 00padoTKe, AEUCTBH (OIepalnn), COBEpIIacMbIe C
NEPCOHATBHBIMH JJAHHBIMHU.

OmnepaTopoMm SBJISIETCSI 00IIIECTBO C OTPaHUICHHOM OTBETCTBEHHOCTHIO «AJIbBDA-KOM»,
pacnionoskeHHoe 1o azgpecy: 111141, r. Mocksa, yi. Kyckosckas, 1. 20A, oduc A720.

O0padoTKa nmepcoHAIBHBIX JaHHBIX — JTI000€ JelicTBUE (ONepalys) Wik COBOKYITHOCTh
NEHCTBUN
(omepanuii), COBEpIIaeMbIX C UCTIOJIB30BAHUEM CPEACTB aBTOMATH3AIUU WK Oe3



WCIIOJIb30BAHUS TaKUX CPEJACTB C NIEPCOHAIBHBIMY JJAHHBIMH, BKJIFOYast COOp, 3aIUCh,
CUCTEMAaTH3AallNI0, HAKOIUICHHE, XpaHEHHEe, YTOUHeHHE (0OOHOBJICHUE, H3MEHEHUE ),
W3BJICYCHHE, UCIIOJIb30BaHUE, Iepeaady (pacinpocTpaHeHHe, TPEIOCTaBICHUE, TOCTYI),
obe3nuurBaHue, OJIOKUPOBAHUE, YIAICHUE, YHUYTOKEHUE MEPCOHATBHBIX TaHHBIX.

ABTOMATH3HPOBaHHAs 00PadOTKA NMEePCOHAIBHBIX JaHHBIX — 00paboTKa MePCOHATBHBIX
JAHHBIX C
IMOMOIIBIO CPCACTB BBIYHMCIIMTEILHOM TEXHUKH.

IIpenocraBiieHHe NEPCOHATBHBIX JaHHBIX — ICHCTBUS, HAIIPABJICHHBIC HA PACKPBITHE
MIEPCOHANIBHBIX JAHHBIX ONIPEIEICHHOMY JIMIY WM OIIPEIEICHHOMY KPYyTY JIULI.

BJiokupoBaHMe MepCOHATBHBIX JAHHBIX — BpEMEHHOE IIpeKpalieHne oopadboTku
[IEPCOHAIBHBIX

JAHHBIX (32 UCKJIIOYEHUEM CIIy4aeB, eciii 00paboTka HeoOXoauMa sl yTOYHEHHUS
NEePCOHAIBHBIX

JTAHHBIX ).

YHHUYTOKEHHE NEPCOHATBHBIX JAHHBIX — JICHCTBUS, B PE3YyJIbTaT€ KOTOPBIX CTAHOBUTCS
HEBO3MOXHBIM BOCCTAHOBHUTb COJIEPKAHNUE IIEPCOHANIBHBIX 1aHHBIX B MHPOPMALIMOHHON
cCHCTEME MEPCOHAIBbHBIX JaHHBIX W/HIIU B pe3yJabTaTe KOTOPhIX YHUUTOXKAIOTCS
MaTepHalbHble HOCUTEIH IEPCOHATIBHBIX JaHHBIX.

O0e3IMunBaHne NEPCOHATBHBIX JAHHBIX — JICUCTBHUS, B PE3YJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOKHBIM 0€3 HCII0JIb30BAHUSI JOTIOIHUTEIbHON HH(OPMALIUU OTIPEAETUTh
MIPUHAIIC)KHOCTD

MEPCOHANBHBIX JAHHBIX K KOHKPETHOMY CYOBEKTY MEPCOHAIbHBIX JAHHBIX.

HNudopmannonnas cucrema nepcoHanbHbIX JaHHbIX (UCII/AH) — COBOKYITHOCTH
COJIEpIKaIINXCS B

0a3ax JaHHBIX MEPCOHATBHBIX JAHHBIX U 00ECTICUMBAIONINX UX 00pabOTKy
I/IH(bOpMaI_[I/IOHHBIX TEXHOJIOTUH U TEXHUYECKHUX CpCACTB.

2. O0nme moJI0KeHus

2.1. TlonoxeHue o MOPSAKE XPaHEHUS 1 3alUThl IEPCOHAIBHBIX NaHHBIX [lonb30Bareneit
Caiita (manee — IlomoxxeHnue) pa3paboTaHO ¢ LENbIO COOIIIOICHUS TpeOOBaHMI
3aKoHoAaTenbcTBa PO, conepkalux nepcoHaibHble JaHHbIE U UICHTU(PUKALIUN
[lonp3oBarenei, Haxoasmuxcs Ha Caiire.

2.2. llonoxenwue pa3padborano B coorBercTBuu ¢ Koncrurynuei PO, I'paxxnanckum
Kojexcom PO,
JCUCTBYIOIIUM 3aKOHO1aTeNIbcTBOM PD B 007aCTH 3aIIMTHI HEPCOHANBHBIX JAHHBIX.

2.3. [lonoxeHune ycTaHaBIMBAET MOPSIOK 00paOOTKU MEPCOHAIBHBIX TAHHBIX
[Tonb3oBareneii Caiita: qeiicTBUS MO cOOPY, CHCTEMATU3AIUN, HAKOTUICHUIO, XPaHEHUIO,
YTOYHEHHIO (OOHOBJICHUIO, U3MEHEHHIO), YHUUTOKCHHUIO NTEPCOHAIBHBIX TAHHBIX.

2.4. [lonoxeHue ycTaHaBIMBaET 00s3aTEbHBIC IS COTpYAHUKOB OniepaTopa,
3aJICICTBOBAaHHBIX B



obcmyxuBanuu Caiita, o0mue TpedoBaHus U IpaBUIIa 1Mo paboTe CO BCEMHU BUIAMU
HOCHTEJIEHN
nH(popMaIuu, coaepKamMi epcoHanbHbie nannbie [lomp3oBateneii Caiita.

2.5. B IlonoxxeHun He pacCMaTPUBAIOTCS BOIPOCHI 0OeCTICUeHHs 0€30TIaCHOCTH
NEPCOHANIBHBIX NAHHBIX, OTHCCCHHBIX B YCTAHOBJIICHHOM IOPAJAKE K CBCACHUAM,
COCTaBJIAIOLIMM roCcyAapCcTBeHHYIO TaliHy Poccuiickoit deneparum.

2.6. Hemsamu [lonoxxeHus SABASIOTCS:

e obecrnieueHune TpeOOBAHUH 3aIIUTHI IPAB ¥ CBOOO/I YETIOBEKA U IPAXKAAHUHA TIPU
00paboTKe NepCOHANIbHBIX JaHHBIX, B TOM YHUCJIE 3aIUTHI IPaB Ha
HEIIPUKOCHOBEHHOCTb YaCTHOM KU3HMU, JIMYHYIO U CEMEUHYIO TaliHy;

e HCKIIIOUYCHHE HECAHKIIMOHUPOBAHHBIX ACHCTBUN COTPYIHUKOB OnepaTopa U JTHOOBIX
TPETHUX JIMILI IO COOpY, CUCTEMATH3allU1, HAKOIUICHUIO, XPaHEHHIO, YTOUYHEHHUIO
(0OHOBICHUIO, U3MEHEHUIO) TIEPCOHATBLHBIX JTAHHBIX, HHBIX (JOPM HE3aKOHHOTO
BMEIIATEIHCTBA B HMHPOPMAITMOHHBIE PECYPCHI U JIOKATBHYIO BBIYUCIUTEIBHYIO
ceth OnepaTopa, obecrieyeHre NpaBoOBOro U HOPMaTUBHOTO PeXUMa
KOH(HICHIIMATBHOCTH HETOKYMEHTHPOBaHHOM nHpopmarmu [lons3oBareneit
CaiiTa; 3a1MTa KOHCTUTYIIMOHHBIX MPaB TPAK/IaH HA JIMYHYIO TalHY,
KOH(HICHIIMATIBHOCTh CBEACHUH, COCTABJISIOIINX [IEPCOHATIbHBIC JaHHbIC, U
MpeIOTBpaIEHIEe BO3SHUKHOBEHHSI BO3MOYKHOU yrpo3bl O€301MaCHOCTH
[Tonw3oBareneit Caiira.

2.7. Ilpuniumel 06pabOTKH MEPCOHATBHBIX JAHHBIX:

e 00paboTKa IMepCOHAIBHBIX JAHHBIX JIOJDKHA OCYIIECTBIATHCS HA 3aKOHHON H
CIIpaBEUIMBOM OCHOBE;

e 00paboTKa NMepCOHATBHBIX JAHHBIX JIOJDKHA OTPAHUYHBATHCS JTOCTHKCHUEM
KOHKPETHBIX, 3apaHee OIpeIesIeHHbIX U 3aKOHHBIX 1ieneil. He nomyckaercs
00paboTKa NePCOHATBHBIX JaHHBIX, HECOBMECTUMAS C IEJIIMH cOopa
NEePCOHATBHBIX JAHHBIX;

e HE JIoIycKaeTcs o0beInHeHHEe 0a3 TaHHbBIX, COACPIKAIINX TIEPCOHAIBHBIC JaHHBIC,
00paboTKa KOTOPBIX OCYLIECTBIISETCS B LEJISAX, HECOBMECTHMBIX MEKIY COOOM;

e 00paboTKe MmoIe)KaT TOIBKO MePCOHALHBIC TaHHBIE, KOTOPBIE OTBEYAIOT IIEIISIM FX
00paboTKu;

e cojepxaHue U 00beM 00pabdaThIBAEMBIX MTEPCOHAIBHBIX JTAHHBIX JTOJKHBI
COOTBETCTBOBATH 3asIBJICHHBIM LIeJIsIM 00paboTku. OOpabaTbiBacMble
NIEPCOHAJIbHBIC JAHHBIC HE TOJIKHBI OBITh

e HM30BITOYHBIMH 10 OTHOIICHHUIO K 3asBJICHHBIM LIETISIM X 00paboTKu;

e cojepxaHue U 00beM 00pabaThIBAEMBIX MTEPCOHAIBHBIX IAHHBIX HEOIIPEICTICHHOMY
KPYTY JIUI OIpeaesisieT CyObeKT MepCOHATbHBIX TAaHHBIX B COTJIAIIEHUH Ha
pacrpocTpaHeHHe IEPCOHAIBHBIX JTaHHBIX;

e 1pH 00pabOTKe NEPCOHATBHBIX JAHHBIX JOJDKHBI OBITH 00ECIIEYEHbI TOUHOCTh
NEPCOHAIBHBIX JIaHHBIX, UX JOCTATOYHOCTD, & B HEOOXOAUMBIX CITyYasx
aKTyaJIbHOCTb 10 OTHOIICHUIO K LIEJISIM 00pabOTKH NMepCOHATBHBIX JaHHBIX;

e XpaHEHHE MMEPCOHATBHBIX JAHHBIX JIOJHKHO OCYIIECTBISITECS HE JOJIBIIE, YEM STOTO
TpeOyIOT 11esTi 00pabOTKHU MEPCOHABHBIX TAHHBIX, €CIIH CPOK XPaHEHHS
NIEPCOHAIBHBIX JTaHHBIX HE YCTaHOBJICH DeliepaabHbIM 3aKOHOM, COTJIAIIICHUEM,
CTOpOHOM KOoTOporo spinsiercs [lonp3oBaTens;



e 00OpabaThIBacMbIC MEPCOHATBHBIC JAHHBIEC MOJISKAT YHUITOKEHUIO TNOO
0037 TMYUBAHMIO 110 TOCTHXKEHUH Lieield 00pabOoTKH, MPH OT3bIBE CYOBEKTOM
NEPCOHABHBIX JAHHBIX COTJIACHS HAa PACcIpOCTpaHEHHE MEPCOHATBHBIX
JTAHHBIX WK B CIIy4ae yTpaTbl HEOOXOJMMOCTH B JOCTHXKEHUM ATUX LIEJCH, eciiu
WHOE HE TpeycMoTpeHo DeepaibHbIM 3aKOHOM.

2.8. YcnoBust 00pabOTKHU MEPCOHATBHBIX JaHHBIX.

2.8.1. O6paboTka nmepcoHanbHBIX JaHHBIX [lonp3oBaTeneii CaiiTa ocymecTBIsSETCS Ha
OCHOBaHHH

I'paxxnanckoro konekca PO, Koncturyuuu PO, nelictBytoiero 3akoHoaarenscrsa PO B
00J1aCTH 3aIIUTHI IEPCOHATBHBIX JaHHBIX.

2.8.2. O6paboTKa epCOHATBHBIX JaHHBIX Ha CaiiTe OCYIIECTBISIETCS C COOII0ICHUEM
MMPUHIIUIIOB U
MpaBWI, MPeycCMOTpeHHbIX [lon0keHneM 1 3akoHO01aTesIbcTBOM PD.

O06paboTka nepcoHaNbHBIX JAHHBIX JOIMYCKAETCA B CIAEIYIOIINX CIydasX:

e 00paboTKa MepCOHATBHBIX TaHHBIX HE0OX0auMa JIJIs Hcronb3oBanus Caiira,
CTOPOHOM KOTOpOro siBisiercs [lonb3oBaTens;

e 00paboTKa MEePCOHANBHBIX JTaHHBIX HEOOXOIUMA JIJIs 3AIUTHI )KU3HH, 3I0POBbS WIH
MHBIX )KU3HEHHO BayKHbIX MHTEepecoB [lonb3oBarens Caiita, eciiy nojgy4eHue
COIIaCHSI HEBO3MOXKHO;

e 00paboTKa mepCcoOHATBHBIX JAaHHBIX HEOOXOMMa I OCYIECTBIICHUS MPaB U
3aKOHHBIX MHTEpecoB Oneparopa WK TPEThUX JIUIL JTHOO JIJISl TOCTHIKEHUS
00111eCTBEHHO 3HAYMMBIX IIEJICH MPU YCIOBUM, YTO MPU ITOM HE HAPYIIAIOTCS
npaBa u cBo6ozb! [lons3oBareneii Caiirta;

e 00paboTKa MePCOHATBHBIX JAHHBIX OCYIIECTBIACTCS B CTATUCTUYCCKUX WIJIM UHBIX
HCCJICJIOBATEILCKUX IEIISX, 32 UCKIIFOUEHUEM 00pabOTKH MEPCOHATBHBIX TaHHBIX B
HEJISX MPOABUKEHHUS TOBAPOB, pabOT, YCIYT HAa PhIHKE ITYTEM OCYIIECTBICHUS
MPSIMBIX KOHTAKTOB C TIOTEHIIMAILHBIME MTOTPEOUTEINSIMU C IIOMOIIBIO CPE/ICTB
CBSI3H, @ TAKXKE B IEJISIX MOJTUTHICCKON aruTaluu, pu YCIOBUU 003aTEITLHOTO
00e3MMYMBaHUs EPCOHATBHBIX JAHHBIX.

2.9. lenu 00pabOTKK NEPCOHANBHBIX JaHHBIX.

2.9.1. O6paboTtka nepcoHanbHbIX qaHHBIX [lonp3oBareneit Caiita OCyImecTBISETCS
HCKIIFOUMTEIIBHO B LENsX npeaoctabieHus [lonb3oBaTento BO3MOXKHOCTH
B3auMoAercTBOBaTh ¢ CaiiToM.

2.9.2. CBeneHusAMH, COCTABIISIONMIMMHE TMIEpPCOHAIbHBIC TaHHbIe Ha CaliTe, sSBIseTCs Jro0as
uH(pOpMAaIIKs, OTHOCSINASACS K ONPECICHHOMY WM ONPEeIsieMOMY Ha OCHOBAaHUU TaKOM
nHpopMmanuu GusndecKkomy Uiy (CyObEKTY MepCOHATBHBIX JTaHHBIX ).

2.10. UcTouHMKY MOTYyYEHUS IEPCOHANBHBIX AaHHBIX [lonb30oBareneil.

2.10.1. Ucrounukom nHpopmanuu 000 Bcex MEPCOHANBHBIX TaHHBIX [lonb30BaTens SBiaseTCs
HenocpeacTBeHHO caMm [lonb3oBaTess.



2.10.2. UctounnkoM nH(MOpMAIMU 0 MepCOHATBHBIX JaHHBIX [lob30oBaTens SBISIOTCS
CBEJICHUS,

MOJIy4YeHHBIE BCieACTBHE MpenocTaBienus Oneparopom Ilonp3oBarento npas Mmojib30BaHUs
Caittom.

2.10.3. Tlepconanwsubie qannbie [loap3oBaTeneld OTHOCSATCS K KOHPUACHIINATBHOMI
nHpopmaruu
OTPAaHUYEHHOTO JIOCTYTIA.

2.10.4. OnepaTop HEe UMeeT IpaBa cooupaTh U 00pabdaThIBaTh IEPCOHAIILHBIE TAHHBIC
[Tonp30Barens 0 ero pacoBoOi, HAMOHAJIBHON MPUHAIECKHOCTH, MOJUTUYECKUX B3IIISIAX,
PETUTHO3HBIX WK PHIOCOPCKUX YOSKICHUX, YACTHOM JKHU3HH, 3a UCKITIOUEHHUEM CITy4aesB,
MPEAYCMOTPEHHBIX JEHCTBYIOIIUM 3aKOHOIATEIBCTBOM.

2.10.5. Onepatop He UMEET IMpaBa MoJy4yaTh U 00pabaThIBaTh NEPCOHANBHBIC JaHHBIC
[Tonp30Batenst 0 €ro YJIECHCTBE B OOIIECTBEHHBIX 00BEIMHEHUSIX WU €T0 TPO(COI03HON
NEeSTENbHOCTH, 32 UCKIIOYCHHEM CITy4aeB, MPEAyCMOTPEHHBIX DelepalbHbIM 3aKOHOM.

2.11. CnocoObl 00pabOTKM NEPCOHANBHBIX JAHHBIX.

2.11.1. Ilepconanbubie qanubie [Tonp3oBareneii Caiita 00padaThIBAIOTCS HCKIIOUYUTEIBHO C
HCIIOJIb30BAHHUECM CPCACTB aBTOMATU3AIUH.

2.12. IIpaBa cyobekToB (Ilonp3oBaTerneii) nepcoOHANBHBIX JaHHBIX.

2.12.1. I[Tonp30BaTens UMEET IPABO HA MOJy4YeHUe cBeaeHuit 00 Omneparope, 0 MecTe ero
HaxXO0XXJACHUA, O HAJIMIUHU Y OnepaTopa NEPCOHAIBHBIX JAHHBIX, OTHOCAIINXCSA K
KOHKPETHOMY CYOBEKTY NepcoHabHbIX JaHHbIX ([1osb30BaTesnto), a Takxke Ha 03HAKOMJICHHE
C TaKUMU NECPCOHAIbHBIMU JaHHBIMH, 3a UCKIIFOUYCHUCM CJIy4acB, IPCAYCMOTPCHHbBIX YaCThIO
8 crarbu 14 3akoHA O MEPCOHAIBHBIX IAHHBIX.

2.12.2. ITonp30BaTens UMEET IPaBO Ha mojaydeHue oT Oneparopa npu JUIYHOM OOPAIIEHUN K
HeMy JIn60 npu noxydenun OneparopoM MUCbMEHHOTo 3ampoca oT [losib3oBaTens
cnenyromeld nHpopManuu, Kacaromieics o0padoTKH ero MepCOHaTbHBIX TaHHBIX, B TOM
YUCIIE COACPIKAILCH:

noJTBepxkAeHUe (pakTa 00pabOTKU MEPCOHANBHBIX TaHHBIX OnepaTopoM, a TaKkxKe

1eJIb TaKOK 00paboTKH;

e TIIPaBOBbIC OCHOBAHMS U 1T 0OPAaOOTKHU MEPCOHATBHBIX TaHHBIX;

e 1IeNH U puMeHsieMbie OnepaTopoM criocoObl 00pabOTKH MEPCOHATBHBIX JaHHBIX;

e HaMMEHOBaHHE U MeCTO HaxoxJeHus OnepaTopa, CBEIEHUS O Juax (3a
UCKJIIOYeHHEM PabOTHUKOB OIlepaTopa), KOTOpble UMEIOT JOCTYI K NEPCOHATbHBIM
JAHHBIM WM KOTOPBIM MOTYT OBITh PACKPBITHI IEPCOHANIbHBIC JaHHBIE Ha
OCHOBaHUU J10roBopa ¢ OnepaTopom uiim Ha oCHOBaHUU DeiepaIbHOTO 3aKOHA;

e 00paOaTbIBaeMble MEPCOHANBHBIE JAHHBIE, OTHOCAIIMECS K COOTBETCTBYIOLIEMY
CyOBEKTY MepPCOHATbHBIX TAHHBIX, ICTOYHHUK MX MOJyYEHUs, €CJIU MHON MOPSI0K
NpPEeOCTaBIICHUs TAKUX JTAaHHBIX HE MpenycMoTpeH deepalibHbIM 3aKOHOM;

e CpOKHU 00paOOTKHU MEPCOHAIBHBIX JaHHBIX, B TOM YHCIIE CPOKU UX XPAHEHUS;

e TOPSAJOK OCYILECTBIICHUS CYOBEKTOM NEPCOHAIBHBIX JaHHBIX MIPAB,

peycMOTpeHHbIX DeiepanbHbIM 3aKOHOM;



e wuH(}OpMaIMIo 00 OCYIIECTBICHHOM UITK O MPEIOoIaracMoi TpaHCTPaAaHUYHON
nepeaaye JaHHbIX;

e HaMMEHOBaHUE WIN (HaMUIIHIO, UMSI, OTUYECTBO U aJAPEC JIMIA, OCYIECTBISIOLIETO
00paboTKy MepcoHaNbHBIX JaHHBIX IO opy4eHuto Oneparopa, eciau oopadboTka
nopy4yeHa win OyJeT nopydyeHa Takomy JIHILY;

e HHBIE CBEJICHUS, IIpelycMOTpeHHbIe DeiepaabHbIM 3aKOHOM WIIH IPYTUMHU
beneparTbHBIMUA 3aKOHAMMU;

e TpeOOBaTh U3MEHEHHUS, YTOUHECHHUSI, YHUUTOXKEHUS WH(POpMAILIUU O caMoM cele;

e 00’kajoBaTh HEMPABOMEPHBIC JEHCTBUS WK Oe3/1eiicTBHE 10 00paboTKe
NEPCOHANBHBIX JaHHBIX U TPEOOBAaTh COOTBETCTBYIOIIECH KOMIIEHCAIIUU B CY/IC;

e Ha JIONOJHEHHE MEPCOHATbHBIX IAHHBIX OLIEHOYHOTO XapaKTepa 3asBIICHUEM,
BBIPKAIOLINM €r0 COOCTBEHHYIO TOUKY 3PEHUS;

e OIpeAessaTh NPeACTaBUTENEH JIJIs 3aIUTHI CBOUX IIEPCOHAIBHBIX JTaHHBIX;

e TpeboBatk oT Oneparopa yBeJOMJICHHUsI 000 BCEX MPOU3BEICHHBIX B HUX
M3MEHEHHUSAX WU UCKIIOUYEHUIX U3 HUX.

2.12.3. [Tonp30BaTens UMEET MPABO 00KAJIOBATH B YIIOJTHOMOYEHHOM OpraHe 1O 3alluTe
paB CyObEKTOB EPCOHANBHBIX JaHHBIX UM B CyJeOHOM MOpsAKE NSHCTBUS WK
oe3neiictBue OnepaTopa, €CIM CUUTAET, YTO MOCJIETHUNA OCYIIECTBIIIET 00pabOTKyY €ro
MIEPCOHAIIBHBIX IAHHBIX C HapyIlIeHueM TpedoBaHuit depepanbHOro 3aKoHa «O
NEPCOHATBHBIX JAHHBIX)» WK HHBIM 00pa30M HapyIIaeT ero npasa U CBOOOIBL.

2.12.4. Tlonp30BaTeb NEPCOHANIBHBIX JaHHBIX UMEET MPaBO Ha 3allUTy CBOUX IIPaB U
3aKOHHBIX

MHTEPECOB, B TOM YHCJIE HAa BO3MEILICHHE YOBITKOB U (MJIM) KOMIICHCALIMIO MOPAJILHOTO Bpeia
B

CyneOHOM TIOpsIIKE.

2.13. O6s3annocTn Omneparopa.

2.13.1. [To dakTy nu4yHOrO OOpaIIeHus JU0O0 MPU MOJIYICHHH MUCHMEHHOTO 3a1poca
cyOBeKTa

MIEPCOHATBHBIX JAHHBIX WJIHM €ro npezactaButest Oneparop, Ipy HATMYMU OCHOBaHUH,
o0s13aH B Teuenue 30 qHell ¢ naThl oOpamieHus 1100 MOJydYeHHUs 3anpoca CyobeKTa
MEPCOHAIBHBIX JaHHBIX W €r0 MPEJACTABUTENS MPEIOCTaBUTh CBEICHHS B 00BEME,
ycraHoBJIeHHOM DeepanbHbIM 3aKOHOM. Takue cBe/leHHs JOKHBI OBITh ITPEI0CTABIICHBI
CYOBEKTY NMEepPCOHATBLHBIX JJAHHBIX B JIOCTYITHOH (OpMe, i B HUX HE TOJDKHBI COJIEPIKATHCS
NEPCOHAJbHBIC JTaHHBIE, OTHOCSIIUECS K JPYTUM CYOBEKTaM MepPCOHAIBHBIX TaHHBIX, 32
UCKJIFOUECHUEM CITy4aeB, €CITH UMEIOTCS 3aKOHHBIE OCHOBAHUS JIJISI PACKPBITHS TaKUX
MEPCOHATIBLHBIX JAHHBIX.

2.13.2. Bee obpartenust cyObeKTOB NEPCOHATBHBIX JAHHBIX MU UX MPEACTaBUTEICH
peructpupyrotcs B JKypHaye yuera oOpaiieHuii rpakaan (CyObeKTOB IMepCcoOHaTbHBIX
JIAHHBIX ) 10 BOIPOcaM 00pabOTKU MEPCOHANBHBIX TaHHBIX.

2.13.3. B ciiyuae oTKa3a B IpeAOCTaBICHUH CYObEKTY IIEPCOHATBHBIX TAHHBIX WM €T0
MPEACTABUTENIO ITPU OOpaIIEeHUH MO0 MPHU TOJTYICHHUH 3a1poca CyObEeKTa MePCOHATbHBIX
JAHHBIX WU €T0 MPEACTABUTENS HHPOPMAIHH O HATUYUH MTEPCOHATBHBIX TAHHBIX O
COOTBETCTBYIOILIEM CYOBEKTE ePCOHANIbHBIX AaHHbIX OrnepaTtop 00s13aH AaTh B MUCbMEHHOM
(hopMe MOTUBHPOBAHHBIN OTBET, COJAEPKAIIHIA CCHUIKY Ha MOJOXKEHUE YacTu 8 cTaThu 14



3aKoHa O EPCOHANIBHBIX JJAHHBIX WIH HHOTO ()e1epalbHOI0 3aKOHA, SIBIISIFOILEECS]
OCHOBAHHUEM JIJIsl TAKOTO OTKa3a, B CPOK, He mpeBbImatonuii 30 1Hei co 1Hs oOparieHus
CyObEKTa MEePCOHAIBHBIX JaHHBIX UM €r0 MPeACTaBUTENs, TU0O0 C AAThI

MOJTy4YEeHHUS 3aIpoca CyObeKTa MepCOHATbHBIX JaHHBIX WM €T0 MPEICTaBUTENS.

2.13.4. B ciyyae noayueHus 3anpoca oT YIIOJIHOMOYEHHOI0 OpraHa 1o 3aluTe Npas
CyOBEKTOB

NEPCOHATBHBIX JAHHBIX O MPEAOCTABICHUN HHPOPMALIUHU, HEOOXOAUMOM 115
OCYILECTBIICHUS

JesITeTbHOCTH YKa3aHHOTo oprana, Omneparop 00s3aH COOOIIUTE TaKyl0 HHPOPMALIUIO B
YIIOJTHOMOYEHHBIN opraH B TeueHue 30 1HEH ¢ AaThl MOJy4YEHHUs TAKOTO 3ampoca.

2.13.5. B ciyuae BBISIBJICHHUSI HETIPAaBOMEPHOM 00pabOTKH MEePCOHATIBHBIX JAHHBIX MPU
oOpallleHuHU WK I10 3a1pocy CyObeKTa MepCOHaIbHBIX JaHHBIX WIH €ro MpeCcTaBuTelNs J100
YIIOJIHOMOYEHHOT'O OpraHa I10 3alluTe NMpaB cyObEKTOB MEPCOHATIBHBIX AaHHBIX Oneparop
00s13aH OCYIIECTBUTH OJIOKMPOBAHUE HEMPABOMEPHO 00pabaThIBAEMBIX MTEPCOHATBHBIX
JAHHBIX, OTHOCSIIUXCS K ’TOMY CyObEKTY MePCOHAJIbHBIX JIaHHBIX, C MOMEHTA TaKOTr'0
oOpallieHus1 WK MOJIyYeHUs YKa3aHHOTO 3aIpoca Ha Meprojl IPOBEPKH.

2.13.6. B ciydae BBISBJICHHS HEMPABOMEPHON 00pabOTKH NEPCOHATBHBIX TAHHBIX,
ocymectBisieMoit OnepaTopom, MmocaeHui B CPOK, He MPEBBIIAIOLINMA TpeX pabounx JHEH ¢
JaThl 3TOrO BBIABIEHMS, 0053aH PEKPATUTh HEITPABOMEPHYIO 00pabOTKY IepCOHAIbHbIX
nanHbeIX. OO ycTpaHeHHH JOMYIIEHHBIX HapylieHuid OmnepaTtop 00s3aH yBEAOMUTH CYOBEKTa
NEPCOHAIBHBIX JAHHBIX MJIM €r0 IPEJCTaBUTENIA, a B Cllydae eciii oOpalleHue cyObeKTa
NEPCOHATBHBIX JAHHBIX UM €r0 MPEeACTaBUTENS JINOO 3a1IPOC YIIOJIHOMOYEHHOTO OpraHa Mo
3alUTe IpaB CyObEKTOB IEPCOHAIBHBIX JaHHBIX ObUIN HAIPaBJIEHb! YIIOJIHOMOYEHHBIM
OpraHOM I10 3aLIUTE NPaB CYObEKTOB MEPCOHABHBIX TAHHBIX, TAK)KE YKa3aHHBIM OpraH.

2.13.7. Cy0OBeKT nepcoHaIbHBIX JAHHBIX BIIpaBe 00paTUTHCS ¢ TPeOOBAHHEM MPEKPATHTH
nepenavy (pacrnpocTpaHeHue, MPeAoCTaBIeHUE, TOCTYI) CBOUX MEPCOHATBHBIX TaHHBIX,
paHee pa3pelieHHbIX CyOhEKTOM IMePCOHANBHBIX TaHHBIX JUIS PaCIPOCTPAHEHUS, K II000MY
TuIy, 00padaThIBAaIOIIEMy €T0 MePCOHATbHBIC JAHHBIE, B CIy4ae HECOOIIIOICHHUS TTOJIOKEHUH
HACTOSIIEH CTaThU WM OOPAaTUTHCS C TAKUM TpeOoBaHUEM B cya. JlaHHOE TuIo 00s13aHO
MIPEKPATUTH Tiepeaady (pacupocTpaHeHue, MPeA0CTaBICHHE, JOCTYIT) IEPCOHAIBHBIX JaHHBIX
B TEUCHHE TpeX pabounx JHEW ¢ MOMEHTA NOJTYYCHHUs TpEOOBaHMSI CyOhEKTa MEPCOHATBHBIX
JTAHHBIX WU B CPOK, YKa3aHHBIA BO BCTYMUBIIIEM B 3aKOHHYIO CHITY PEIICHUU Cy/a, a €CIIH
TaKO# CPOK B PEIICHUU Cy/ia HE YKa3aH, TO B TEYEHUE TPEX pabOvMX JHEH ¢ MOMEHTA
BCTYIUICHUS PEUICHUS CYyAa B 3aKOHHYIO CHITY.

2.13.8. Ilepenaua (pacnpocTpaHeHue, MPEJOCTaBICHHE, JOCTYIT) IEPCOHANBHBIX JaHHBIX,
pa3pelIeHHBIX CyObEKTOM NEePCOHATBHBIX JAHHBIX ISl PACHPOCTPAaHEHNUS, JOJDKHA OBITh
IpeKpaileHa B Jr00e BpeMs 1o TpeOoBaHHIO CyOBbeKTa MepCOHATbHBIX JaHHbIX. JlaHHOE
TpeboBaHUE JOHKHO BKJIFOYATh B ce0s1 haMUITUIO, UMSI, OTYECTBO (ITPH HATHYUH),
KOHTaKTHYIO HH(popMaIuio (HoMep TesnedoHa, axpec JEeKTPOHHON MOYThI WM MTOYTOBBIH
anpec) cyObeKTa epCcOHANBHBIX JaHHBIX, a TAKXKE MEPEUeHb MIEPCOHAIBHBIX JaHHBIX,
00paboTKa KOTOPBIX MOJICKUT MPEKPALICHUIO. Y Ka3aHHbIE B JAHHOM TPeOOBaHUU
HepCOHANIbHBIE JAHHBIC MOTYT 00padaThIBATHCS TOJIBKO ONEPATOPOM, KOTOPOMY OHO
HaIpPaBJICHO.



2.13.9. B cniydae mocTiXeHUS e 00paboTKH MepCoOHANBHBIX JaHHBIX OmnepaTop o0s3aH
IPEKpaTUTh 00pPa0OTKY MEPCOHATBHBIX TAHHBIX U YHHUTOXHUTH NEPCOHATIBHBIC TAHHBIC B
CPOK, He npeBbimaronuii 30 pabounx mHEN ¢ AaThl JOCTHXKECHHS eI 00paboTKH
NEPCOHATBHBIX JAHHBIX, €CJIM UHOE HE MIPEYCMOTPEHO corjacueM Ha 00paboTKy
MIEPCOHATBHBIX JAHHBIX, CTOPOHOM KOTOPOTO SIBJISIETCS CYOBEKT MEPCOHANBHBIX JIAHHBIX.

2.13.10. 3anpemiaercsi IpUHITHE HA OCHOBAHUY UCKIIFOYUTEIBHO aBTOMATU3UPOBAHHOM
o0OpaboTku

MEPCOHANBHBIX JAHHBIX PEIICHUN, TOPOKIAIOIINX IOPUINYECKUE TTOCIE/ICTBUS B OTHOLICHUH
cy61,eKTa NEPCOHAJIBHBIX JAHHBIX WJIN MHBIM o6pa30M 3aTparuBaronux €ro mnpasa u
3aKOHHBIE MHTEPECHI.

2.14. PexxuM KOHPHUACHIIMATHHOCTH TIEPCOHABHBIX JaHHBIX.

2.14.1. Oneparop obGecrieunBaeT KOHPHUACHINATEHOCTh U 0€30MaCHOCTh MEPCOHATBHBIX
JAHHBIX TIPU UX 00pabOTKE B COOTBETCTBUHU C TPEOOBAHMSIMU 3aKOHOATENhCTBA PD.

2.14.2. Oneparop HE pacKpbIBAECT TPETHUM JIMLIAM U HE PACIIPOCTPAHSET MEPCOHAIbHBIC
JaHHBIC 663 corjacusda Ha 3TO Cy6’beKTa NEpCOHAIBHBIX TAaHHBIX, €CJIM HHOC HC
npenycMoTpero denepaibHbIM 3aKOHOM.

2.14.3. B COOTBETCTBUH C MIEPEUHEM MTEPCOHATBHBIX TAHHBIX, 00pabaThIBa€MBIX Ha CaiiTe,
nepcoHanbHbIe AaHHbIe [Tonp3oBareneit Caiita SBISIIOTCS KOH(PHUACHIIMATBHOM
uHpopMaImen.

2.14.4. JIuna, ocyecTBistone 00paboTKy MepCOHANBHBIX TaHHBIX, 0053aHbI COOIIOIATH
TpeOOBaHMS PeriIaMeHTHPYIOIUX JOKyMeHToB Onieparopa B 4acTH 00eCIICUEHHS
KOH(HIEHIINATILHOCTH U 0€30IaCHOCTH NEPCOHATBHBIX JaHHBIX.

3. O06padoTKa NEepCOHATIBLHBIX TaHHBIX
3.1. Ilepeuenp 0OpabaThIBaEMBbIX NMEPCOHANBHBIX JaHHBIX [lob30BaTENCH yKa3bIBACT
CyOBEKT MEePCOHANBHBIX JJAHHBIX B COTJIACHMH Ha 00pabOTKY MepCOHATBHBIX TaHHBIX,
pa3pelieHHbIX CyObEKTOM MEPCOHANTBHBIX JAHHBIX I PACIPOCTPAHEHHUSL.
3.2. JIuua, UMeroIre MpaBo I0CTyINa K NEPCOHATIbHBIM JJAHHBIM.
3.2.1. IIpaBom A0CTyIa K MEPCOHATBHBIM JAHHBIM CYOBEKTOB 00JIaat0T I, HA/ICTICHHBIE
COOTBETCTBYIOIIMMHU OJTHOMOYHSIMHU B COOTBETCTBHH CO CBOMMHU CIIY>KEOHBIMU
00sI3aHHOCTSIMHU.
3.2.2. [lepeyens U1, UMEIOMIUX JTOCTYII K MEPCOHAIBHBIM JIAHHBIM, YTBEPKIAETCs
reHepalbHbIM
aupexkropoM Oneparopa.

3.3. Ilopsinok U CpOKM XpaHEHUS MEPCOHAIBHBIX AaHHbIX Ha Caiite.

3.3.1. Onepatop oCyIIeCTBISET TOIBKO XpaHEHHE NEPCOHAIBHBIX TaHHbIX [lonp30BaTenel Ha
Caitre.



3.3.2. Cpoku XpaHeHUs EPCOHANIbHBIX JaHHbIX [lonp30BaTenei Ha Calte onpeaeaeHbl
YCIIOBUSIMU

[Tosp30BaTENBCKOTO COTJIANIEHMSI, BBOJSATCS B ICWCTBUE C MOMEHTA MPUHATHUSA (aKLenTa)
[Tonb3oBarenem gaHHOro cornamieHust Ha CaiTe U IEUCTBYIOT 10 T€X MOp, MOKa
[Tons30Barens He

3asIBUT O CBOEM JKEJIaHWU yIAJIUTh CBOU MEpCOHAIbHBIC AaHHbIe ¢ CailTa.

3.3.3. B cniyuae yganenus ganabix ¢ Caiita o ”HUMATUBE OJHOU U3 CTOPOH, & UMEHHO
IpeKpaleHus ucnoiab3zoBanus Caiita, nepcoHaibHble AaHHble [lonb3oBaTens XpaHarcs B
6azax nanabix OnepaTopa MmaTh JET B COOTBETCTBHH C 3aKOHOIATEIHCTBOM PO.

3.3.4. Ilo ucreyeHnu BBIIEYKA3aHHOTO CPOKA XPAHEHUS MEPCOHABHBIX JTAHHBIX
[Tonp3oBarens

nepcoHayibHbIE AaHHbIe [lonb30BaTens ynanstoTcs aBTOMaTHYECKH 33/JaHHBIM aJITOPUTMOM,
KOTOpbIX 3a1aer Onepatop.

3.3.5. Onepatopom He BeneTcst 00paboTKa MepcoHaNbHBIX NaHHBIX [lomp30BaTeneli Ha
OYMa)KHBIX HOCUTEISIX HH(POPMAIIUH.

3.4. biiokupoBaHK€e NEPCOHANTBHBIX TAHHBIX.

3.4.1. Ilon 610KMpPOBAaHUEM MIEPCOHATBHBIX JaHHBIX TOHUMAETCSI BPEMEHHOE MPEKpaIlCHUE
OmnepaTopom oreparuii o ux 00padoTke o TpedoBanuto [loap30BaTesns nNpy BHISBICHUA UM
HE/I0CTOBEPHOCTH 00pabaThIBa€MbIX CBEJICHHM MIIM HEMPABOMEPHBIX, 10 MHEHHUIO CyObEKTa
MEPCOHANBHBIX JaHHBIX, IEHCTBUIl B OTHOILIEHUH €T0 JaHHBIX.

3.4.2. Oneparop He nepeaacT NepCcoHANbHbIC JTAaHHBIE TPETHUM JIMIAM U HE TOPYYaeT
00paboTKy

MEePCOHAIBHBIX JAHHBIX CTOPOHHUM JIMLIaM U opranuzanusM. [lepcoHanbHble JaHHBIE
[Tonp3oBareneii Caiita 00pabaThIBAIOT TONBKO COTpyAHUKH Oneparopa (aIMUHHCTPATOPHI
0a3 JaHHBIX U T. [1.), IOMYIIEHHBIE YCTAHOBIEHHBIM MOPSJIKOM K 00pabOTKe EPCOHATBHBIX
naHHbIX lonp30BaTeiei.

3.4.3. biiokupoBaHue NMEPCOHAIBHBIX JaHHBIX HA CailTe OCYIIECTBISETCS HA OCHOBAHUU
IINCBbMCHHOT'O 3asBJICHHUSA OT Cy6’beKTa MNEPCOHAJIbHBIX JaHHBIX.

3.5. YHUYTOXEHNE NIEPCOHAIBHBIX JaHHBIX.

3.5.1. Ilog yHUYTOXEHHEM MTEPCOHATBHBIX JaHHBIX TOHUMAIOTCS JCHCTBHS, B PE3YJIbTATE
KOTOPBIX

CTAaHOBUTCSI HEBO3MOKHBIM BOCCTAaHOBHUTH COJICPIKAHME MTEPCOHANBHBIX JaHHBIX Ha Caiite
H/WJIA B

pe3yNbTaTe KOTOPBIX YHUUTOXKAOTCS MaTepHallbHbIE HOCUTENN TIEPCOHANBHBIX JaHHBIX.

3.5.2. CyOBeKT nepcoHaIbHBIX JAHHBIX BIIPaBE B MUCHbMEHHOU opMe TpeOOBATH
YHUUYTOXKEHUSI CBOMX MEPCOHANIBHBIX JAHHBIX B CIydae, €CIIH MePCOHATbHBIC JaHHBIC
SIBIISTFOTCS] HETTOJTHBIMU, YCTAPEBIIMMH, HETOCTOBEPHBIMHU, HE3aKOHHO TIOJYYCHHBIMU HIIH HE
SIBJITFOTCSI HEOOXOIMMBIMH TSI 3asBICHHOM 1€ 00pabOTKH.



3.5.3. B ciy4ae oTCyTCTBHS BO3MOKHOCTH YHHUTOXKEHHS IEPCOHATIBHBIX AaHHBIX OnepaTop
OCYHICCTBIIACT 6JIOKI/IpOBaHI/I€ TaKUX MCPCOHAJIBHBIX JaHHBIX.

3.5.4. YHUUTOXXEHUE IEPCOHANIBHBIX JAHHBIX OCYLIECTBIISETCS IIyTEM CTUPAHUS
nHpopmaiuu ¢

MCIIOJIb30BAHUEM CEPTU(DUIIMPOBAHHOTO MPOrPAMMHOI0 00ECIICUEHUS C FrapaHTHPOBAHHBIM
YHHYTOXCHUEM (B COOTBETCTBUU C 33JJaHHBIMH XapaKTEPUCTHKAMU JJIs1 yCTAaHOBJICHHOTO
IIPOTPaMMHOT0 00ECIIeUeHHs! C TAPAaHTUPOBAHHBIM YHHUTOXKCHHUEM ).

4. Cucrema 3alIUThI IEPCOHAJILHBIX TaHHBIX
4.1. Mepsl 110 o0ecriedeHn o 0€30MacHOCTH TEPCOHAIBHBIX JIAHHBIX MPU UX 00paboTKe.

4.1.1. Oneparop npu 00pabOTKe NEPCOHATBHBIX JJAHHBIX 0053aH MPUHUMATh HEOOXOUMBIC
IMPaBOBLIC, OPTraHU3AIIMOHHBIC U TCXHUYCCKUEC MCPbI NI OGCCHQ‘II/IBaTB HUX IIPUHATHUC IJIA
3alIUTHI TEPCOHATBLHBIX JAHHBIX OT HEMPABOMEPHOTO HWJIH CIIY4ailHOTO JOCTYIA K HUM,
YHUUYTOXKEHUS, H3MEHEHUsI, OJIOKMPOBAHUS, KOIMPOBAHUS, TIPEIOCTABIICHUS,
pacrpocTpaHeHHsI TEPCOHATBHBIX JaHHBIX, 8 TAK)KE OT MHBIX HEMPABOMEPHBIX ICHCTBUH B
OTHOIICHHHU MEPCOHAIIbHBIX TaHHBIX.

4.1.2. Obecnieuenre 6€30MaCHOCTH MIEPCOHATIBHBIX IAHHBIX IOCTUTAETCSI, B YaCTHOCTH:

e OMpenereHUuEM yrpo3 6€30macHOCTH MEPCOHATBHBIX JaHHBIX MIPH KX 00pabOTKe B
UH(POPMALIMOHHBIX CUCTEMAaX IMEPCOHANIBHBIX TAHHBIX;

e MPUMEHEHHEM OPTaHU3aIMOHHBIX U TEXHUYECKUX MEP MO 00ECTICUCHHIO
0€30I1aCHOCTH MEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe B MH(OPMAIIMOHHBIX
cUCcTeMax NMEePCOHAIBHBIX JTaHHBIX, HEOOXOAUMBIX ISl BBIIOJTHEHUS TPeOOBaHMIA K
3alUTe NEePCOHATBHBIX JaHHBIX;

e MPUMEHEHHEM MPONICIIINX B YCTAHOBICHHOM IMOPSIKE MPOLEAYPY OLCHKH
COOTBETCTBUS CPEJICTB 3aIUTHI HHPOPMALINY;

e OIeHKOH 2 (HEKTUBHOCTH IPUHUMAEMBIX MEp M0 00ECTIICUCHUIO O€30TTaCHOCTH
NEePCOHAIBHBIX JAHHBIX IO BBO/IA B OKCILTyaTaIIO UH()OPMAIIMOHHON CHCTEMBI
NePCOHABHBIX JaHHBIX;

e YUYETOM MAIIMHHBIX HOCUTEIICH MEPCOHAIBHBIX TAaHHBIX;

e o0OHapyxeHHeM (paKTOB HECAHKIIMOHUPOBAHHOTO JOCTYTA K IEPCOHATLHBIM
JAHHBIM U TIPUHSATUEM MEp;

e BOCCTaHOBJICHHUEM IEPCOHAIBHBIX JAHHBIX, MOAU(UITUPOBAHHBIX W
YHUYTO)KEHHBIX BCJIEJCTBUE HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K HUM;

e YCTaHOBJIEHHEM IPABUJI JJOCTYIIA K IEPCOHAIBHBIM JaHHBIM, 00pa0aThIBACMbIM B
UH(POPMALIMOHHOM CUCTEME MEPCOHANIBHBIX JIAaHHBIX, a TAKXKE 00ecreueHueM
PETUCTpAINH U y4eTa BCeX JCHCTBHM, COBEPIIAEMBIX C IIEPCOHATLHBIMU JaHHBIMU
B MH(POPMALIMOHHON CHUCTEME NMEPCOHATIBHBIX TaHHBIX;

e KOHTPOJIEM 32 IPHHUMAEMBIMH MEPaMH 110 00ECTICYCHUIO OE30TTaCHOCTH
NEPCOHANBHBIX JAHHBIX U YPOBHS 3alIMIICHHOCTH HHPOPMALMOHHBIX CUCTEM
NIePCOHAIBHBIX JAHHBIX.

4.1.3. s ueneii [Tonoxxenus moa yrpozamu 0€30MacHOCTH MEPCOHAIBHBIX TAHHBIX
HOHUMAETCS

COBOKYITHOCTb yCJIOBUH U (DAKTOPOB, CO3AIOIIMX OMACHOCTh HECAHKLIMOHUPOBAHHOT'O, B TOM
qucIe



CIIy4aifHOTO, TOCTYTIA K IEPCOHAIBHBIM JTAHHBIM, PE3yIbTaTOM KOTOPOTO MOTYT CTaTh
YHUUYTOKEHUE, U3MEHEHHE, OJIOKUPOBAHKE, KOMTUPOBAHUE, IPEIOCTABICHHE,
pacnpocTpaHeHHEe IEPCOHANBHBIX JIaHHBIX, & TAK)KE HHBIC HEMPAaBOMEPHBIC IEHCTBHS ITPH UX
00paboTke B MHPOPMAITMOHHON cHcTeMe NIEpCOHANBHBIX JaHHBIX. [Tog ypoBHEM
3alUIEHHOCTH IEPCOHATBHBIX JAHHBIX IOHUMAETCS KOMIUIEKCHBIN TIOKa3aTelb,
XapaKTepU3YIOIIHii TpeOOBaHMS, HCIIOTHEHHE KOTOPBIX 00ECIIEUnBaeT HEUTPATU3aIUIo
OTIpeIeTICHHBIX YIPo3 0€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX MTPH KX 00pabOTKe B
MH(OPMAIIMOHHON CUCTEME MTEPCOHANBHBIX TAHHBIX.

4.2. 3auminaemMple CBeJICHHUs 0 CyOBEKTE MePCOHAIBHBIX TAaHHBIX.

K 3ammuimaemMpIM cBeIeHHAM O CyOBEKTE IMePCOHAIBHBIX TaHHBIX HA CaliTe OTHOCATCS
JaHHBIE,

MO3BOJIAIONINE HACHTU(DHUIUPOBATH CYyOBEKT EPCOHATBHBIX TAHHBIX W/WIIU TTOJYYUTh O HEM
JIOTIOJTHUTENbHBIE CBEICHHUS, IPEAYCMOTPEHHBIE 3aKOHOAATENbCTBOM U TlonokeHuem.

4.3. 3anmmaempie 00bEKThI IEPCOHATIBHBIX JAHHBIX.

4.3.1. K 3amuimaemMbiM 00beKTaM IEePCOHANBHBIX TaHHBIX Ha Caifte oTHOCATCS:

00beKTH HH)OPMATU3AINHN U TEXHUYECKHE CPEICTBA AaBTOMATH3UPOBAHHOM
00paboTKK MHPOPMALIUY, COJIEpKaILEl TEPCOHAIbHBIE JAHHBIE;
nH(pOopMaIMOHHBIE pecypchl (0a3bl JaHHBIX, (DAMITBI U JIp.), COACPKAIIIE
uHpopMaLrio 00 HHPOPMAITMOHHO-TEIEKOMMYHHKAIIMOHHBIX CUCTEMAaX, B
KOTOPBIX HUPKYIUPYIOT IIEPCOHATBHBIE JaHHBIE, O COOBITHAX, IPON3OLIEIIINX C
yIpaBiIieMbIMUA O0BEKTaMH, O IJIaHAX oOecredeHus becrnepedoitHoN paboThl U
npoueaypax nepexoja K yupaBJIeHHIO B aBAPHUIHBIX PeKIMaX;

KaHaJbl CBA3H, KOTOPbIE UCIOIB3YIOTCS IS TIepelaul ePCOHAIbHBIX JAHHBIX B
BU/I€ HH()OPMATUBHBIX SJICKTPHUECKUX CUTHAJIOB U (PU3NYIECKUX HOJIEH;
OTYYXJaeMbl€ HOCUTEIN HH(POPMALIUK HA MArHUTHOW, MArHUTHO-ONITUYECKOH U
MHOI1 OCHOBE, IPUMEHIEMBIE TSI 00pPaOOTKH MEPCOHATBHBIX JAHHBIX.

4.3.2. Texnonoruueckas napopmarus 06 HHPOPMAMOHHBIX CUCTEMAaX U AJIEMEHTaX
CHUCTCMBbI 3allTMTHI IICPCOHAJIBHBIX JAHHBIX, MMOAJICKAIlAad 3allUTC, BKIIFOYACT:

e CBEJICHHA O CHCTEME yIIPaBJICHUS JIOCTYIIOM Ha 00BEKTH HH()OpMATU3AIMH, HA
KOTOPBIX OCYILIECTBIIsIETCS 00paboTKa MEPCOHATBHBIX JaHHBIX;

e ympasisromnias nHbopmaus (KoHGUrypanrnoHHble (aiiyibl, TaOIUIIBI
MapUIpyTU3aLUHU, HACTPOUKH CUCTEMBbI 3alUTHI U TIP.);

e TEXHOJOTHWYECKasi HHPOPMAIHS CPEICTB JOCTYIA K CHCTEMaM YIPABJICHHS
(ayrenTHUKAIMOHHAS HHPOPMALIKS, KIIOYM U aTpUOYTHI 10CTYNA U Jp.);

e XapaKTEPHUCTHKH KAHAJIOB CBSI3H, KOTOPBIC HCIOIB3YIOTCS JUISI Iepeiaun
NEPCOHAIBHBIX JaHHBIX B BUJIE HH(OPMATHBHBIX dJIEKTPUUECKUX CUTHAJIOB U
(bU3UYECKUX MOJIEH;

e uH(pOpMAIHS O CPEJICTBAX 3ALIUTHI IEPCOHATBHBIX JAHHBIX, UX COCTABE U
CTPYKTYyp€, IPUHIUIIAX U TEXHUIECKUX PEHICHHSX 3alUThI;

e clyxeOHbIE JaHHbIC (METalaHHbIC) MOSBIIAIOLINECS IIPU PaboTe MPOrPaMMHOIO
o0ecriedeHus, COOOICHNI B IPOTOKOJIOB MEKCETEBOTO B3aUMOACHCTBHS, B
pe3ynbTaTe 00pabOTKH MePCOHATBHBIX JIaHHBIX.



4.4. TpeGoBaHMsI K CUCTEME 3aIUTHI TIEPCOHATBHBIX JIAHHBIX.

Cucrema 3alIUThl IEPCOHATBLHBIX JAHHBIX JOHKHA COOTBETCTBOBATH

TpeboBanusaM noctanoBnenus [pasurenscra ot 01.11.2012 Ne 1119 «O6 yTBepxaeHuM
TpeOOBaHUH K 3aIIUTE MEPCOHATBHBIX JIAaHHBIX NMPU UX 00paboTKe B MH(OPMAITHOHHBIX
crcTeMax NePCOHAIbHBIX JaHHBIX).

4.4.1. CucreMa 3aIUThI MEPCOHATBHBIX JAHHBIX JOJDKHA 00€CIIeUYnBaTh:

CBOEBPEMEHHOE OOHApYKEHHE U TIPEAOTBPAIICHUE HECAHKITMOHUPOBAHHOTO
JIOCTYIIA K MePCOHAIBHBIM JIAaHHBIM U (WJIM) IEPEIAYu UX JIMLAM, HE UMEIOIIUM
npaBa JIOCTYyIa K TaKoi HH(POPMAIINH;

HCAOIIYIICHUC BOB,Z[CI\/'ICTBI/ISI Ha TCXHUYCCKHUC CPCACTBA aBTOMaTH3HpOBaHHOﬁ
00pabOTKH EPCOHATBHBIX JJAHHBIX, B PE3YyJIbTaTe KOTOPOTO MOXKET ObITh
HapyLIeHO X (QyHKIMOHUPOBAHUE,

BO3MOYKHOCTh HE3aMEJTUTEIILHOTO BOCCTAHOBJICHHUS IEPCOHAIBHBIX JIAHHBIX,
MO,Z[I/I(bI/II_II/IpOBaHHBIX HJIM YHUYTOKCHHBIX BCJIICACTBHUC HCCAHKIITMOHHUPOBAHHOT'O
JOCTyTa K HAM;

MOCTOSIHHBIN KOHTPOJIb 3a O6€CHC‘-ICHI/ICM YPOBH: 3alIMIICHHOCTH NCPCOHAJIbHBIX
JTAHHBIX.

4.4.2. Cpencta 3anuThl HHPOpMaIIUU, TPUMEHIEMbIEC B MH(POPMAITMOHHBIX CHCTEMAX,
JOJKHBI B
YCTAHOBJICHHOM HOPAAKC IIPOXOAUTH NPOLUCAYPY OLUCHKHU COOTBCTCTBHA.

4.5. Metoap! 1 ciocoObl 3aLTUTHI HH(GOPMAIMK B UHPOPMALIMOHHBIX CUCTEMAX
NEePCOHAIBHBIX TaHHBIX.

4.5.1. Metogp! 1 crmocoObl 3amuThl HTHGOPMAIMK B HHHOPMAITMOHHBIX CUCTEMAX
HCpCOHaJIbHLIX JAHHBIX OnepaTopa JOJI?)KHBI COOTBETCTBOBATH Tp660BaHI/IﬂM:

e mpukaza DCTOK ot 18.02.2013 Ne 21 «O6 yrBepxkaeanu CoctaBa U coJiepKaHus
OpPTraHU3aIIMOHHBIX U TEXHUYECKHUX MEP M0 00eCcTieueHr 0 0€30MacHOCTH
MePCOHAIIBHBIX JIAHHBIX MPU WX 00pab0oTKe B MHGOPMAIIMOHHBIX CUCTEMaX
MEPCOHATBHBIX JTAHHBIX);

e mpukaza ®Cb ot 10.07.2014 Ne 378 «O06 yrBepxaenun CocraBa U coaepKaHUS
OpPTaHHU3AIMOHHBIX U TEXHUYECKHUX MEP M0 00ecTeueHuI0 0€30acHOCTH
MIePCOHAIIBHBIX JIAHHBIX MPU WX 00pab0TKe B MHGOPMAIIMOHHBIX CUCTEMAaX
MEePCOHAIBHBIX JAaHHBIX C UCTIOJIB30BAHUEM CPEICTB KPUMNTOTPahUIeCKON 3aIIUThI
uH(pOopMalu, HEOOXOAUMBIX ISl BHIIIOJIHEHUS! yCTaHOBIIEHHBIX [IpaBuTenscTBOM
Poccwuiickoit deaepanuu TpeOOBaHMIA K 3aIIMTE EPCOHATBHBIX JAHHBIX JUIS
KaXKJI0r0 U3 YpOBHEH 3alUILIEHHOCTH) (B ciay4ae ompeneiaeHus OnepaTopom
HEO0OXOIUMOCTH UCTIOJIB30BAHUS CPEJCTB KPUNTOrPahUISCKON 3aIIUTHI
nHopmaruu 11 odecneueHus: 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX ).

4.5.2. OCHOBHBIMH METOJIaMHU U CIIOCOOAMH 3aIUTHl HH(OPMAIMU B HH()OPMAITMOHHBIX
cucTemMax

nepcoHaNbHbIX JaHHBIX [lonbp30BaTeneil ABISIOTCS METOIbI U CLIOCOOBI 3alIUThl HHPOPMAIUU
oT

HECaHKIMOHUPOBAHHOIO, B TOM YHCJIE CIIy4ailHOTO, IOCTYIa K NEPCOHAIbHBIM JaHHBIM,



PE3yJIbTaTOM KOTOPOI'O MOXKET CTaTh YHUUTOKEHUE, U3MEHEHHE, OJIOKUPOBaHUE,
KOIHUPOBAHUE, PACTIPOCTPAHEHUE MEPCOHATBHBIX JAHHBIX, & TAKXKE UHBIX

HECaHKITMOHHPOBAHHBIX JIEHCTBHM (7aiee — METOAbI M CITOCOOBI 3aIUTHI MH(POPMAIIMH OT
HC).

4.5.3. Bo16op u peannzanusi METOJIOB U CIIOCOOO0B 3aiuThl HHPopManuu Ha Caiite
OCYILECTBIISIETCSA B COOTBETCTBUU C PEKOMEHIALUAMHU PETYIISATOPOB B 00JIACTH 3aLUTHI
unpopmanuu — ®CTIK Poccun u ®Ch Poccun, ¢ yaerom omnpenenseMsix Onepatopom
yIrpo3 0€30MacHOCTH MEPCOHATIBHBIX JIAHHBIX (MOJIENH YTPO3) U B 3aBUCHMOCTH OT Kj1acca
MH(POPMALIMOHHOMN CUCTEMBI.

4.5.4. BeiOpaHHbIC B peaTu30BaHHBIC METOBI U CITOCOOBI 3anuThl HHpopmanuu Ha Caiite
JOJI?KHBI

o0ecreunBaTh HEUTPATN3AIUIO TPEAIIONIAraeMBIX YTP0O3 0€30ITaCHOCTH MEPCOHATBHBIX
JAHHBIX MPU X 00paboTKe.

4.6. Mepsl 3amuThl UH()OPMALIUU, COCTABIISIONICH MePCOHATBHBIC TaHHEIE.

4.6.1. Mepsbl o oxpaHe 6a3 TaHHBIX, COJEPKALIUX EPCOHANbHBIC JaHHbIEC, TIPUHIMAEeMbIe
OmnepaTopom, JOJKHBI BKIIIOYATh B CEOSI:

e oOmpezeseHHue NepedHs HHPOPMALIMHU, COCTABIISAIOIIEH EPCOHANIbHBIC JaHHBIE;

e OIrpPaHWYCHHE JIOCTYNA K HHPOPMAIUH, COACPIKAIIEH TIePCOHAILHBIC TaHHbBIC,
IyTeM YCTaHOBIICHUS MOPsIKA OOpalleHus ¢ 3Tol HH(pOpMauei 1 KOHTPOIIA 3a
COOJTIOICHHEM TaKOTO TIOPsIIKA.

4.6.2. Mepsbl 1o oxpaHe KOHPUISHITMATFHOCTH HHPOPMAIIUK MPU3HAOTCS Pa3yMHO
JOCTaTOYHBIMU,
€CIIU:

® HCKIIOYACTCA NJOCTYII K NICPCOHAJIBHBIM JaHHBIM .IIIO6I>IX TPCTHUX JINI] 663 corjiacusa
Omneparopa;

e o0ecrnieunBaeTCsi BO3MOKHOCTH HCIIOIB30BaHMs MH(DOPMAIIMH, COJIEPIKaIIeH
NepCOHAJIbHBIE JaHHbIE, 0€3 HAPYILIEHUS 3aKOHO/IaTEIbCTBA O MEPCOHATBHBIX
JAHHBIX

e 1pu pabore ¢ [lonp30BarenemM ycTaHaBIMBACTCS TaKOU MOPSAIOK ACHCTBUN
Omneparopa, Ipu KOTOPOM 00€CTICUNBAETCS COXPAHHOCTh CBEJICHUH, COIepKAIINX
nepcoHanbHble 1anHble [lonp3oBaress.

4.6.3. IlepcoHanbHbIC TaHHBIE HE MOTYT OBITH UCIIOJIB30BAHBI B IIEJISIX, TPOTUBOPEYAIIINX
TpeboBanusiM DeepanbHOro 3aK0HA, 3aIUThl OCHOB KOHCTUTYITMOHHOTO CTPOS,
HPaBCTBEHHOCTH, 370POBbsI, IIPaB U 3aKOHHBIX HHTEPECOB JAPYTUX JIUL, OOeCIeueHus
00OpPOHBI CTPaHBI U OE30MACHOCTH rOCYAapCTBa.

4.7. OTBETCTBEHHOCTb.
4.7.1. Bce corpynauku OmnepaTopa, OCYIIECTBISIONIIE 00pabOTKy MePCOHATBHBIX TaHHBIX,

O6H33HLI XPAaHUTDH TaI\/'IHy 0 CBCACHUX, COACPKAIUX IICPCOHAJIBHBIC TAHHBIC, B COOTBCTCTBHUU
¢ [lonmoxxenuem, TpeGOBaHUAMH 3aKOHOAATEIbCTBA PO.



4.7.2. JIuuia, BUHOBHBIE B HapyIlIeHUU TpeOoBaHuil [lookeHMs, HECYT TPETYCMOTPEHHYIO
3aKOHOATEeIbCTBOM PD O0TBETCTBEHHOCTE.

4.7.3. OTBETCTBEHHOCTH 32 COOJIIOJICHUE PEXKMMA EPCOHATIBHBIX JAHHBIX 110 OTHOLICHUIO K
NEepCOHATILHBIM JaHHBIM, HAXOAIMMCS B 0a3zax maHHbIX CaiiTa, HECyT OTBETCTBEHHBIE 32
00paboTKy MepPCOHATBHBIX TAHHBIX.

5. 3aka04YNTENLHBIE MOJIOKEHUS

5.1. B ciiyuae u3MeHeHus IEMCTBYIOLIETO 3aKoHOAaTENbCTBA PD, BHECEHNSI N3BMEHEHU B
HOpMaTI/IBHBIe ILOKyMCHTLI 110 3aIIuTe HepCOHaHBHLIX JAHHBIX HACTOAIIICC HO.HO)KGHI/IG
JIEHCTBYET B YaCTH, HE MMPOTHBOPEUAIIICH JICHCTBYIONIEMY 3aKOHOIATEIIbCTBY JI0 MPUBEICHHS
€ro B COOTBETCTBUE C TAKHMMH.
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